
Unifying Adversarial Robustness and Training Across Text Scoring Models
Manveer Singh Tamber Hosna Oyarhoseini Jimmy Lin

David R. Cheriton School of Computer Science, University ofWaterloo

Adversarial Robustness and Training Research for Language Models Is Fragmented

Robustness research is fragmented by model type and application, hiding shared flaws and leaving many attacks and training

methods underexplored across model roles.

Our focus: text scoring. Retrievers, rerankers, and reward models all map text to a scalar score, so we can study failure in a

crisp and content-agnostic way:

An attack succeeds if an irrelevant / rejected text is manipulated to outscore relevant / chosen text.

The Same Attacks Break Language Models Across Text-Scoring Roles

Word/token swaps and content injection promote irrelevant or harmful text, inflate rejected-response scores, and fool generative LLMs.

Robustness Transfers MainlyWithin Attack Families

Across retrievers, rerankers, and reward models, perturbation-based training improves robustness to other

word/token attacks, but transfers weakly to content injection. The reverse is also limited, except for reward

models, where content-injection training strengthens perturbation robustness even more than PGD.

Adversarial Training Method

Model Attack Type Rudim. HotFlip PGD Inject. Para.

Retriever

Rudimentary ↑ 0.97 0.37 0.75 0.07 0.17

HotFlip Swaps ↑ 0.87 0.81 0.62 0.15 0.20

MLM Swaps ↑ 0.68 0.39 0.47 0.12 0.20

Sentence Inj. ↓ -0.28 -0.10 -0.58 -0.96 -0.35

Query Inj. ↓ -0.31 -0.28 -0.06 -0.58 -0.10

Reranker

Rudimentary ↑ 0.94 0.59 0.68 -0.20 -0.18

HotFlip Swaps ↑ 0.81 0.75 0.38 -0.06 -0.24

MLM Swaps ↑ 0.53 0.27 0.23 0.03 0.00

Sentence Inj. ↓ 0.32 0.05 -0.17 -0.76 -0.11

Query Inj. ↓ 0.03 -0.12 0.20 -0.48 -0.07

Reward

Rudimentary ↑ 0.92 0.91 0.40 0.64 0.14

HotFlip Swaps ↑ 0.86 0.87 0.35 0.46 0.01

MLM Swaps ↑ 0.67 0.72 0.17 0.43 0.09

Sentence Inj. ↓ -0.17 -0.28 0.07 -0.42 -0.03

Spearman ρ between training strength and robustness. Green: robustness improves; red: worsens. Bold = statistically
significant. Rows are evaluation attacks; columns are adversarial training methods.

Attacks & Defenses

Perturbation attacks use beam search until edited text outscores its target:

Rudimentary: character/word edits (black-box)

HotFlip: gradient-guided token swaps (white-box)

MLM: naturalistic token swaps (black-box)

Content injection inserts a sentence or the query itself. These are cheap black-box attacks.

Defenses: PGD, Rudimentary, HotFlip, injection, paraphrasing, and their combination.

Combining Complementary DefensesWins

At medium training strength, Combined training provides the most consistent robustness across perturbation

and injection attacks while generally strengthening model task effectiveness.

Role Training
Swapping/Perturbation Injection

Dev Loss Avg. Eff.
Rudim. HotFlip MLM SentenceQuery

Retriever

Base 99.7 (62.7) 100 (16.2) 100 (33.9) 31.2 4.31 0.879 57.0
HotFlip 99.7 (66.4) 100 (18.4) 100 (35.2) 30.2 3.74 0.877 56.8
PGD 98.6 (80.2) 100 (17.4) 100 (36.2) 28.2 3.99 0.860 58.1
Injection 99.3 (63.8) 100 (16.0) 100 (33.9) 10.2 1.70 0.879 57.0
Combined 93.5 (163) 100 (24.2) 100 (44.0) 10.4 1.28 0.866 57.7

Reranker

Base 94.2 (122) 97.9 (61.8) 93.8 (87.6) 21.1 3.08 0.660 61.5
HotFlip 85.2 (202) 88.3 (178) 91.4 (111) 21.8 2.96 0.658 61.5
PGD 91.1 (168) 97.6 (76.2) 94.9 (90.9) 20.1 3.29 0.630 62.2
Injection 96.2 (112) 100 (52.4) 95.9 (82.5) 0.20 0.03 0.657 61.9
Combined 80.8 (273) 94.5 (151) 92.4 (116) 0.32 0.03 0.640 62.4

Reward

Base 93.3 (97.9) 95.3 (93.8) 99.3 (48.6) 2.33 — 0.184 63.3
HotFlip 73.7 (226) 68.3 (258) 97.0 (76.2) 2.04 — 0.176 63.2
PGD 89.0 (148) 92.7 (123) 98.0 (65.8) 1.99 — 0.174 63.3
Injection 85.0 (163) 92.0 (142) 97.7 (73.5) 0.03 — 0.173 63.4
Combined 62.7 (276) 64.7 (272) 97.0 (83.1) 0.03 — 0.177 62.9

Swapping cells report ASR% (average steps to success): lower ASR and more steps are better. Injection cells report ASR% (lower is

better); lower dev loss and higher effectiveness are better. Green marks the best displayed result.

Takeaways

Adversarial robustness should be studied across model roles, not in fragmented applications.

Attacks should consider more than HotFlip/GCG: alternative content-agnostic black-box attacks work well.

Combine complementary adversarial training defenses for broad robustness and even increased

effectiveness.

Adversarially robust reward models ⇒ less reward hacking, better-aligned LLMs.

Robust Reward Models Reduce Reward Hacking with RLHF

Per-token KL drift (top) and reward (bottom) vs. training step for 3B and 8B models; adversarially trained reward models with combined

adversarial training methods keep KL drift lower, while earning comparable or higher reward. When training strength is increased, drift is reduced.

Policies trained with our combined adversarially trained reward models keep KL drift lower (least at high training strength) and are preferred over base reward-model policies by a Gemini-3-Flash (medium reasoning) judge.

Winner vs. Loser (βKL = 0.01) Win /Tie / Loss Rates (%) Avg Score

Comb-AT (High) vs. Base RM 46.5 42.5 +0.07∗

Comb-AT (High) vs. Llama-3.1-8B-Instruct 57.7 37.3 +0.34∗

LLM-judge preference. Pairwise LLM-judge comparisons (Gemini-3-Flash judge with medium reasoning) on Arena-Hard & WildBench prompts; policies named by their reward

model, Llama-3.1-8B-Instruct = no RLHF. Win / Tie / Loss. Avg Score is the mean per-prompt judge-score margin between the two policies on a −2 to +2 scale (> 0 favors the
winner; larger magnitude = stronger preference). ∗ indicates a statistically significant difference based on a one-sided paired permutation test on the mean judge scores with

Holm–Bonferroni correction.

Scan for the paper, attack/training code, and trained retriever, reranker, and

reward models.
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